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Introduction
Privacy engineering
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Course aim: learn toolbox for privacy engineering

You have a toolbox
How to use it?

Network Layer

Application Layer



Goals
What should you learn today?
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▪Understand the principles that guide privacy-preserving design

▪Understand that privacy technologies alone are often not enough to avoid all 
harms

▪Understand what makes privacy engineering hard in the real world



The goal: Privacy by design 4

“the controller shall [...] implement appropriate technical and organisational

measures […] which are designed to implement data-protection principles [...] 
in order to meet the requirements of this Regulation and protect the rights of data 
subjects.” 

“Privacy by design is embedded into the design and architecture of IT systems 

[...]. It is not bolted as an addon, after the fact. The result is that privacy becomes 
an essential component of the core functionality being delivered. Privacy is integral 
to the system without diminishing functionality".

Companies should promote consumer privacy throughout their organizations and at every 

stage of the development of their products and services. Companies should incorporate 
substantive privacy protections into their practices, such as data security, 
reasonable collection limits, sound retention practices, and data accuracy.



The goal: Privacy by design 5

“the controller shall [...] implement appropriate technical and organisational

measures […] which are designed to implement data-protection principles [...] 
in order to meet the requirements of this Regulation and protect the rights of data 
subjects.” 

“Privacy by design is embedded into the design and architecture of IT systems 

[...]. It is not bolted as an addon, after the fact. The result is that privacy becomes 
an essential component of the core functionality being delivered. Privacy is integral 
to the system without diminishing functionality".

Companies should promote consumer privacy throughout their organizations and at every 

stage of the development of their products and services. Companies should incorporate 
substantive privacy protections into their practices, such as data security, 
reasonable collection limits, sound retention practices, and data accuracy.*bleep*



Privacy as data minimization 6

Seda Gurses, Carmela Troncoso, Claudia Diaz. Engineering Privacy by Design.Computers, Privacy & Data Protection. 2011

Build systems without data! 

The least data in the system, the more privacy-preserving it is

→ Clearly related to a regulation principle



Privacy as data minimization 7

Seda Gurses, Carmela Troncoso, Claudia Diaz. Engineering Privacy by Design.Computers, Privacy & Data Protection. 2011

Build systems without data! 

The least data in the system, the more privacy-preserving it is

→ Clearly related to a regulation principle

But, it’s not “data” that is minimized (in the system as a whole)
Data is kept on user devices 

Data is sent encrypted to a server (only client has the key)

Data is distributed over multiple servers

…

“data minimization” alone is a BAD metaphor for privacy-preserving designs



Privacy as trust minimization 8

Seda Gurses, Carmela Troncoso, Claudia Diaz. Engineering Privacy by Design.Computers, Privacy & Data Protection. 2011

Build systems that minimize privacy risks and trust assumptions 

placed on other entities

→ Limit unintended uses of data by untrusted entities



Privacy as trust minimization 9

Build systems that minimize privacy risks and trust assumptions 

placed on other entities

→ Limit unintended uses of data by untrusted entities

other users

third parties

Who are these ”untrusted entities”?

semi-trusted

service provider
malicious 

service provider

Seda Gurses, Carmela Troncoso, Claudia Diaz. Engineering Privacy by Design Reloaded.  Amsterdam Privacy Conference. 2015
Seda Gurses and Claudia Diaz. "Two tales of privacy in online social networks." IEEE Security & Privacy Magazine. 2013



Seda Gurses, Carmela Troncoso, Claudia Diaz. Engineering Privacy by Design Reloaded.  Amsterdam Privacy Conference. 2015

Minimizing privacy risks and 

trust assumptions placed on other entities

Minimize

Collection
Minimize

Disclosure
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Centralization

Minimize Linkability

Minimize 
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Technological solutions to implement 
these strategies
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• do not send the data (local computations)

• encrypt the data

• use advanced privacy-preserving protocols

• obfuscate the data

• anonymize the data
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• do not send the data (local computations)

• encrypt the data

• use advanced privacy-preserving protocols

• obfuscate the data

• anonymize the data

But minimizing trust does not guarantee that we minimize harm.
What if the purpose(s) of the application is harmful?



Technological solutions to implement 
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Minimizing privacy risks and 

trust assumptions placed on other entities
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• do not send the data (local computations)

• encrypt the data

• use advanced privacy-preserving protocols

• obfuscate the data

• anonymize the data

But minimizing trust does not guarantee that we minimize harm.
What if the purpose(s) of the application is harmful?

Example: Privacy-preserving online content 

personalisation

• Trend towards On-Device learning and 
encryption in targeted advertising and content 

personalisation

• Promoted as “privacy-by-design” approaches

• Harms of targeting and personalisation (filter 

bubbles, discrimination,…) persist

https://research.samsung.com/blog/Resolving-Privacy-Personalization-Paradox

https://about.fb.com/news/2020/10/a-path-forward-for-privacy-and-online-advertising/



The usual approach in the past

Data protection compliance

I want all data

Data I can collect

Privacy by design thinking process 14

The privacy engineering approach

Data needed for the purpose

Data I will finally collect

Operational purposes



Privacy by design thinking process 15

The privacy engineering approach

Data needed for the purpose

Data I will finally collect

Operational purposes

PETs

Purpose limitation is a good metaphor for privacy-preserving designs 

Build systems that limit data use to the intended purpose



The hard bit… What is the purpose? 16

The privacy engineering approach

Data needed for the purpose

Data I will finally collect

Operational purposes

PETs

Purpose limitation is a good metaphor for privacy-preserving designs 

What do you need?
Everything?!
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The hard bit… What is the purpose?

What do you do?

…

And why do you do this?

…

→ Purpose of the system may be broad or actually comprise multiple purposes

Help stakeholders understand what the purpose of the system is
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Purpose limitation becomes really hard!

➢ Combination of inputs per purpose may enable 

more uses/purposes than intended

Your role as privacy engineer:

✓ Quantify potential harms (to the extent possible)

✓ Explain the risks to the stakeholder

The hard bit… What is the purpose?

→ Purpose of the system may be broad or comprise multiple purposes

Week 6: Data publishing



From the lab to deployment
Example: Digital proximity tracing

43+ States / Countries

GAEN framework

~100 million users

SwissCovid



Contact Tracing 20

Close contact Positive test Notify contact

Notify at-risk contacts of past exposure to the infectious agent

How to contain the spread of an infectious agent throughout a population?



Digital Proximity Tracing Systems
Purpose

And NOT

• Collect data on who interacted with whom
• Collect data on who went where and when

• Notify contacts who of their past interactions tested positive

• …

Notify at-risk contacts of past exposure to the infectious agent

Harms of system misuse



Digital Proximity Tracing Systems 22

1) Phones exchanges 

ephemeral identifier

2) Positive diagnosis

3) Upload data 4) Send data 

Health authority
Backend server

5) Notification of 

at-risk status

Intended purpose: Provide a mechanism to alert at-risk contacts.

EphID1
A

EphID3
B



Digital Proximity Tracing  Systems 
Design 
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Backend server

EphID1
A

EphID3
B

What data to share?

What computations?

Where do risk calculations take place?

Health authority

Intended purpose: Provide a mechanism to alert at-risk contacts.

What data to collect?



Inherent Risks 25

Backend server

EphID1
A

EphID3
B

What data to share?

What computations?

Where do risk calculations take place?

Health authority

Intended purpose: Provide a mechanism to alert at-risk contacts.

What data to collect?

Core functionality: Notify at-risk contacts



Inherent Risks 
Example

26

TuesdayMonday Wednesday Friday

Alice Bob Charlie Deirdra

Bob has 

COVID!



Inherent Risks 
Example
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TuesdayMonday Wednesday Friday

Alice Bob Charlie Deirdra

Bob has 

COVID!



Beyond Inherent Risks -
Design Choices
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Backend server

EphID1
A

EphID3
B

What data to share?

What computations?

Where do risk calculations take place?

Health authority

Intended purpose: Provide a mechanism to alert at-risk contacts.

What data to collect?
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Broadcast Observed

EphID1
A EphID3

B

EphID2
A EphID1

C

EphID3
A EphID1

X

Design choice: Data upload

Share broadcast EphIDs Share observed EphIDs

Design choice: Proximity tracing

Through central server Locally on phone

Backend server

EphID1
A

EphID3
B

Broadcast

Observe

Beyond Inherent Risks -
Design Choices



System Design

Broadcast Observed

EphID1
A EphID3

B

EphID2
A EphID1

C

EphID3
A EphID1

X

Design choice: Data upload

Share broadcast EphIDs Share observed EphIDs

Backend server

EphID1
A

EphID3
B

Broadcast

Observe

Given these choices,

what would you do?

• What information can you extract 

from the observed/broadcasted 

ephemeral IDs?

• What is your threat model?

• What are the harms?

• How does your choice affect 

intended functionality?



Beyond Inherent Risks -
System Comparison

31



That was actually “just” the protocol… 32

SwissCovid has more privacy mechanisms that required a lot of engineering

• Privacy-preserving keys publication

• Dummy cover traffic to protect positive uploads

• Privacy-preserving statistics collection

• Privacy-preserving logging strategies

• …



Digital Proximity Tracing
Conclusions

▪ Even best privacy-preserving design cannot eliminate 
inherent risks linked to intended functionality

▪ Through risk analysis can identify major design decisions 
which facilitate system design



From the lab to deployment
Example: DataShare

34
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https://www.icij.org/



Digitalization 36



Local document search 37
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Journalist Journalist

The goal: a decentralized 
search engine
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Local

Journalist Journalist

Central

First: 
A (not so)clear goal

Local



▪ ICIJ’s survey among 70 members

• Functionality

• Resources

• Concerns

40Clarifying the goal

▪ Weekly meetings during 1.5 years

• Refinement

• Negotiation



Survey: sharing
41

60%

0

40%
Yes

No

Only with
screening talk

Are you willing to share your 

documents?



Datashare
Network 

42

I’m searching for:
“mickey mouse berlin”

Enable journalists to search on others’ 

collections for keywords of interest.

Protect journalists & sources.

Only ICIJ and associates can use the system.

No one (journalists, ICIJ, others) can learn:

who queries

what is queried

whole document collections



Required 
functionality

43

Search Screening



Security and Privacy 
Requirements

44

JournalistsICIJ Third party



▪ Asynchrony

▪ Scarce resources

• Computation

• Bandwidth

▪ But… no real time or infrastructural 
requirements

Real-world constraints
45



Required functionality 46

Search

Existing: Private Set Intersection

ICIJ 

serverMickey

mouse

Mickey

duck
Donald

Minnie

{Mickey}
N journalists => O(N2) operations

Not viable for ICIJ members



Required functionality 47

Search

Existing: Private Set Intersection

ICIJ 

serverMickey

mouse

Mickey

duck
Donald

Minnie

{Mickey}
N journalists => O(N2) operations

Not viable for ICIJ members

Our contribution: Multi-set Private Set Intersection

ICIJ 

Server
Mickey

mouse

[∅, {Mickey, mouse}, {Mickey}]

duck
Donald

Mickey

Minnie
mouse

Donald

Mickey

Minnie



Required functionality 48

Screening

Existing: No private ephemeral communication system



Required functionality 49

Screening

Existing: No private ephemeral communication system

ICIJ 

ServerOur 

contribution Cryptography-based ephemeral mailboxes
+

Dummy traffic or PIR-based (different trade-off)

+

Anonymous communications



Engineering: Putting it all together

Authentication

Only ICIJ and associates can use the system → Attribute-based credentials

Search

Query content is not revealed → Multi-set private set intersection

Who searches is anonymous → Anonymous communications

Screening

Anonymous screening talks → Ephemeral mailboxes



Datashare Network 
End-to-end privacy engineering

55

Requirement

analysis

Multiset private 

set intersection

Document 

search

✓ Formal proofs

Anonymous

screening



Take-aways

▪ Privacy engineering is about limiting harms, via limiting 
purposes

▪ Once purpose is identified strategies exist to minimize trust 
in system entities

▪ Strategies are implemented by the PETs you have seen 
throughout the course!

▪ Combining is hard: quantification is difficult 

56



Or have drawbacks, or cannot fulfill all regulation requirements, 

or cannot be extended, ...

What if the technologies are not ready? 57

Take the ideal privacy-by-design system,

and use as a reference for feasible system evaluation.

The feasible system:

constrains to the same purpose?

collects more data?

gives more data to more entities?

increases the amount of trust?

who is affected by compromise?
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